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INTRODUCTION 

This document provides guidance on deploying an AOS-CX powered L3 Leaf and Spine Data Center (DC) fabric with the 
assumption the reader does not have any AOS-CX experience. 

The AOS-CX switches to be deployed will depend on interfaces, scale and features required. Aruba networks provides a 
diverse product portfolio to meet different customer requirements. 

This quick start guide assumes since the reader is new to AOS-CX, the switches are only accessible via CX mobile app, 
console or SSH. After gaining experience with AOS-CX, NetEdit is recommended as the centralized platform for AOS-CX 
configuration. 

As shown in Figure 1, both Campus attached Data Centers and Dedicated Data Centers are commonly seen in customer 
environments. Campus attached access switches that connect to the campus core and servers are applicable in 
environments with a small number of server racks. If there are multiple application environments (such as Production, QA, 
Hadoop) or a large number of racks, a dedicated Data Center Network is recommended to create a separate failure domain 
from the Campus network. This guide will focus on the L3 Leaf and Spine fabric as most new deployments are moving 
towards this direction. 

Figure 1. Campus attached and Dedicated Data Center architectures 

 

The L3 Leaf and Spine POD/Zone architecture as shown in Figure 2 provides the following benefits: 
• Distributed scaled out control planes and increased port density compared to DC Collapsed Core  
• Provides common, repeatable, and simple framework to deploy, operate and troubleshoot fabrics 
• Provides maximum network High Availability and uptime with Virtual Switching Extension (VSX) Live Upgrades 
• Provides built in support for Network Analytics Engine  
• Provides a loop free L3 network fabric optimized for East-West L3 connectivity between racks with all links active 
• Provides the capability to add more spine switches in future to provide additional fabric bandwidth 
• Provides optimized L2 connectivity within the racks 
• Provides the foundation for L2 VXLAN overlays to be added in future  

The L3 Leaf and Spine DC POD/Zone architecture can be replicated to other PODs/Zones to create separate failure domains 
(e.g. Production, QA, Hadoop). A L3 DC core will connect all the zones together, each POD/Zone is assigned its own AS# and 
EBGP is recommended as the routing protocol to route traffic between the PODs/Zones. The POD/Zone architecture 
enables each POD/Zone to have different architectures if desired, e.g. Zone12 requires a simple collapsed core while Zone1 
requires a L3 Spine and Leaf architecture.  
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If there is only 1 DC fabric, the border leaf switches can be connected directly to the Campus Core. 

Figure 2. POD/Zone DC architecture 

 

In the DC core switches: 
• Only one DC-Core switch is shown in this guide, in a production network redundant DC-Core switches placed in the 

same AS# should be deployed for additional path redundancy 

In the L3 Leaf and Spine POD/Zone: 
• OSPF is enabled within the POD/ZONE on the leaf and spine switches for routing 
• The border leaf switches (Leaf3/Leaf4) advertise a default route via OSPF into the POD/Zone for all external 

connectivity 
• EBGP is enabled between the border leaf switches (Leaf3/Leaf4) and the DC core switches to advertise the server 

subnets (11.1.1.0/24, 12.1.1.0/24 etc) out, the server subnets should be summarized if possible 
• “bgp fast-external-fallover” is recommended on the border leaf switches (Leaf3/Leaf4) for fast failover should 

uplinks to the DC core fail 
• IBGP is enabled between the border leaf switches (Leaf3/Leaf4) with next-hop-self to support route failover 

should a border leaf switch lose uplink connectivity to the DC core 
• Should uplinks fail on any leaf switch, VLAN4000 will be used as the transit link to reroute traffic to the redundant 

leaf switch 
• Large MTU is enabled to support applications that require it 
• Servers are dual homed to a pair of VSX leaf switches using LACP for maximum high availability  
• The server facing ports should be set to maximum MTU supported by the server (e.g. 9000) if large MTU 

applications need to be transported across the VSX switches 
• Redundant VSX ISL links in a Link Aggregation (LAG) should be used for maximum VSX availability 
• Dedicated VSX Keepalive link is recommended between VSX switches in a rack 
• VSX system-mac is enabled so that LACP peers think they are connected to the same remote switch  
• Active-gateway allows the same default gateway IPs to be used between VSX leaf switches in a rack (e.g. 

Leaf1/Leaf2 or Leaf3/Leaf4) without any protocol exchange overhead (when compared against VRRP) 
• On the leaf switches, southbound LAG 10 is used for server connectivity and enabled with LACP fallback to allow 

an active LACP interface to establish a LAG before it receives LACP PDUs from its peer, this feature is useful in 
environments if Preboot Execution Environment (PXE) Servers are used 
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The IP address assignments and interface details used in this guide are shown in Figure 3. 

 
Figure 3. Interface and IP address details 

 

 

1) INITIAL SETUP 

In the DC, we recommend switches connect their management ports to a separate Out Of Band (OOB) management 
network as shown in Figure 4, this allows the switches to be manageable if there is an issue with In Band network 
connectivity. 

Figure 4. OOB connectivity 
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As someone new to AOS-CX, we recommend using 1 of these 2 methods for initial switch configuration: 

 
Method 1: “Aruba CX” Mobile App 

Connect to the switch wirelessly with a mobile device through Bluetooth, and use the “Aruba CX” Mobile App to deploy an 
initial configuration from a provided template. The template you choose during the deployment process determines how 
the management interface is configured. Optionally, as the final deployment step, you can select to import the switch into 
NetEdit through a WiFI connection to the NetEdit server. 

Alternatively, you can use the “Aruba CX” Mobile App to manually configure switch settings and features for a subset of the 
features you can configure using the CLI. You can also access the CLI through the mobile application. 

The prerequisites and procedure for utilizing the mobile app are described below. 
 
Prerequisites 
• You have obtained the USB Bluetooth adapter that was shipped with the switch 
• Information about the make and model of the supported adapter is included in the information about the “Aruba CX” 

mobile app in the Apple Store or Google Play 
• The “Aruba CX” mobile app must be installed on your mobile device 
• Bluetooth must be enabled on your mobile device 
• Your mobile device must be within the communication range of the Bluetooth adapter 
• The switch must be installed and powered on, with the network operating system boot sequence complete 
• Because you are using this mobile application to configure the switch through the Bluetooth interface, it is not 

necessary to connect a console to the switch 
• Bluetooth and USB must be enabled on the switch  
• On switches shipped from the factory, Bluetooth and USB are enabled by default 
 
Procedure 
1. Install the USB Bluetooth adapter in the USB port of the switch. 

For switches that have multiple management modules, you must install the USB Bluetooth adapter in the USB port of 
the active management module.  
Typically, the active management module is the module in slot 5. On the Aruba CX 6400 switch, the active 
management module is typically installed in slot 1. When configuring a stack, a USB Bluetooth adapter must be 
installed on each Aruba CX 6300 switch in the stack. 
Switches shipped from the factory have both USB and Bluetooth enabled by default. 
 

2. Use the Bluetooth settings on your mobile device to pair and connect the switch to your mobile device. 
If you are in range of multiple Bluetooth devices, more than one device is displayed on the list of available devices. 
Switches running the ArubaOS-CX operating system are displayed in the following format: 
Switch_model-Serial_number 
For example: 8325-987654X1234567 or 8320-AB12CDE123 
A switch supports one active Bluetooth connection at a time. 
On some Android devices, you might need to change the settings of the paired device to specify that it be used for 
Internet access 
 

3. Open the “Aruba CX” mobile app on your mobile device 
The application attempts to connect to the switch using the switch Bluetooth IP address and the default switch login 
credentials. The Home screen of the application shows the status of the connection to the switch: 
• If the login attempt was successful, the Bluetooth icon is displayed and the status message shows the Bluetooth IP 
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address of the switch. In addition, the connection graphic is green. You can continue to the next step. 
• If the login attempt was not successful, but a response was received, the Bluetooth icon is displayed, but the status 
message is: Login Required. 
You can continue to the next step. When you tap one of the tiles, you will be prompted for login credentials. 
• If the login attempt did not receive a response, the Bluetooth icon is not displayed, and the status message is: No 
Connection. 

 
4. Create the initial switch configuration: 

• You can deploy an initial configuration to the switch. Through this process, you supply the information required by a 
configuration template that you choose from a list of templates provided by the application. Then you deploy the 
configuration to the switch and, optionally, import the switch into NetEdit.  
To deploy an initial switch configuration, tap: Initial Config and follow the instructions in the application. 
• Alternatively, you can complete the initial configuration of the switch by tapping Manual Config and then selecting 
the features and settings to configure. 
• You can also use the Manual Config feature to configure some switch features after the initial configuration is 
complete. For more information about what you can configure using the Aruba CX mobile app, see the online help for 
the application. 

 

Method 2: Direct Console 

Connect a computer running terminal emulation software to the console port on the switch. Configure switch settings and 
features by executing CLI commands. A JL448A Aruba X2 C2 RJ45 to DB9 console cable (6400/8000 series only) or a USB-C 
cable (6300/6400) is required. 

1.  Connect the console port on the switch to the serial port on the computer using a console cable, or connect the USB-C 
port on the switch to the USB-C port on the computer using a USB-C cable. 
 

2.  Start the terminal emulation software on the computer and configure a new session with the following settings: 
Speed: 115200 bps 
Data bits: 8 
Stop bits: 1 
Parity: None 
Flow control: None 

3.  Start the terminal emulation session. 

4.  Press Enter once. If the connection is successful, you are prompted to login. 

When prompted to log in, specify admin. When prompted for the password, press ENTER. (By default, no password is 
defined.) 

Define a password for the admin account. The password can contain up to 32 alphanumeric characters in the range 
ASCII 32 to 127, which includes special characters such as asterisk (*), ampersand (&), exclamation point (!), dash (-), 
underscore (_), and question mark (?). 

You are placed into the manager command context, which is identified by the prompt: switch#, where switch is the 
model number of the switch. Enter the command config to change to the global configuration context config. 
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Sample Recommended Initial Configuration  

After gaining access to the switch, here are some recommended configs to be used. 
 
config 
hostname Zone1-Leaf1 
 

Telnet server is not supported in AOS-CX, therefore no need to enable or disable via CLI. 

Enable SSH server for remote CLI access. 

ssh server vrf mgmt 

 

OOB mgmt IP and default gateway  

interface mgmt 
    no shutdown 
    ip static 10.6.8.19/24 
    default-gateway 10.6.8.1 
    exit 

Use “exit” to back out a level. 

 

Only required on 8325 to change ports from 25G to 10G 

interface group 1 contains ports 1/1/1-1/1/12 

system interface-group 1 speed 10g 
 

interface group 4 contains ports 1/1/37-1/1/48 

system interface-group 4 speed 10g 

 

Send all events with a severity of warning or higher to a syslog server 

logging 10.100.1.250 vrf mgmt severity warning 
 
 

Set timezone and get date and time from a NTP server 

clock timezone us/pacific 
ntp authentication 
ntp authentication-key 1 md5 myPassword 
ntp server 10.100.1.254 prefer 
ntp vrf mgmt 
ntp enable 
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HTTP server is not supported in AOS-CX, therefore no need to enable or disable via CLI.  

REST API access is via the HTTPS server. 

https-server rest access-mode read-write 
https-server vrf mgmt 
 

Only SNMP read is supported, enable if SNMP v1/v2 access is required from a NMS, setting a unique community value 
instead of commonly used public is recommended.  

snmp-server vrf mgmt 
snmp-server system-contact RogerM 
snmp-server system-location Building2 
snmp-server system-description LabSwitch 
snmp-server community Lab8899X 
 
 

SNMP v3 is recommended if NMS supports it instead of SNMP v1/v2. 

snmpv3 user myUser auth sha auth-pass plaintext myAuthPswrd priv des priv-pass 
plaintext myPrivPswrd 

Take note if you only enable SNMP v3 without v1/v2, you will still need to set the desired vrf. 

snmp-server vrf mgmt 

 

To set local date and time without using NTP  

Switch(config)# clock datetime 2020-03-22 11:00 

 

To save your config, either of these can be used  

wr memory 
copy run startup-config 

 

 

Additional Recommendations  

A login banner can be added as follows 

Switch(config)#banner motd ^ 
Enter a new banner. Terminate the banner with the delimiter you have chosen. 
Switch(config-banner-motd)# This system is for authorized use only.  
Switch(config-banner-motd)# Unauthorized or improper use of this system may result  
Switch(config-banner-motd)# in civil or criminal penalties. By continuing to 
Switch(config-banner-motd)# use this system you acknowledge your consent to 
Switch(config-banner-motd)# these conditions of use. 
Switch(config-banner-motd)# ^ 
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If you wish to limit SSH access control, here is an example of an ACL that is applied to both the default and mgmt VRFs. 
ACLs have an implicit deny at the end, you will need to add a final permit entry in order not to drop traffic such as OSPF.  

access-list ip cp-acl 
  10 permit tcp 10.129.9.0/255.255.255.0 any eq 22 
  20 permit tcp 10.229.9.0/255.255.255.0 any eq 22 
  30 deny tcp any any eq 22 
  40 permit any any any 
apply access-list ip cp-acl control-plane vrf default 
apply access-list ip cp-acl control-plane vrf mgmt 
You can add HTTPS (port 443), SNMP (port 161) access control into the above ACL if desired. 
 
 

By default, there is a CoPP policy assigned to the default VRF. 

Switch# sh copp-policy 
applied copp_policy_name 
------- ---------------- 
applied default 

 

If you wish to utilize the inband network and default VRF for file transfers before an upgrade. The following can be used to 
speed up file transfers 

Switch(config)# copp-policy default 
Switch(config-copp)# default-class priority 1 rate 99999 burst 9999 

After the file transfers are complete, you can revert back using 

copp-policy default revert 

 

After using the CX mobile app, you can choose to physically remove the USB adapter from the switch or disable it using  

no usb 

 

If a Authentication, Authorization and Accounting (AAA) server is available, TACACs is recommended for device 
management, here are sample configs 

tacacs-server host X.X.X.X key plaintext YYY vrf mgmt 
ip source-interface tacacs 1.2.3.4 vrf mgmt 
aaa authentication login default tacacs local 
aaa authentication login console tacacs local 
aaa authentication login ssh tacacs local 
aaa authentication login default tacacs local 
aaa authentication login console tacacs local 
aaa authentication login ssh tacacs local 
aaa authorization commands default tacacs local 
aaa accounting all-mgmt default start-stop tacacs local 
aaa accounting all-mgmt console start-stop tacacs local 
aaa accounting all-mgmt ssh start-stop tacacs local 
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To require a minimum password length of 12 characters for AAA authentication: 

aaa authentication minimum-password-length 12 
 
 
To require a minimum password length of 12 characters for local authentication:  
password complexity 
 enable 
 minimum-length 12 

To set the number of AAA failed login attempts before account lockout to 3, with a lockout time of 300 seconds (5 minutes) 

aaa authentication limit-login-attempts 3 lockout-time 300 

 

To create additional administrator level local accounts 

user localadmin group administrators password 

By default, all accounts that are part of the administrators group can access the shell using the start-shell command, 
and can also use the sudo command to execute shell commands as root. Misuse of shell access could result in disclosure 
of sensitive network traffic to an unauthorized third party through packet mirroring to a remote device, or could cause a 
denial of service by modifying or removing system files and rendering the device unbootable, requiring software 
restoration through the ServiceOS console. 

To create operator level local accounts with limited access 

user localoperator group operators password 

 

 

2) SPINE CONFIGURATION AND VERIFICATION 

Configurations for 1 spine switch are shown in this section, replicate for other spines as required. Spine switches do not 
need to have VSX enabled. Refer back to Figure 3 for a visual of the IPs and interfaces used and connect the switches 
accordingly. 

 

Start by adding OSPF and loopbacks 

router ospf 1 
    router-id 192.168.1.1 
    area 0.0.0.0 
interface loopback 0 
    ip address 192.168.1.1/32 
    ip ospf 1 area 0.0.0.0 

Modify loopbacks and router-ids assigned to each switch. 
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Configure downlinks towards leaf switches. 

interface 1/1/1 
    no shutdown 
    mtu 9198 
    ip mtu 9198 
    ip address 192.168.2.1/31 
    ip ospf 1 area 0.0.0.0 
    ip ospf network point-to-point 
interface 1/1/2 
    no shutdown 
    mtu 9198 
    ip mtu 9198 
    ip address 192.168.2.5/31 
    ip ospf 1 area 0.0.0.0 
    ip ospf network point-to-point 
interface 1/1/3 
    no shutdown 
    mtu 9198 
    ip mtu 9198 
    ip address 192.168.2.9/31 
    ip ospf 1 area 0.0.0.0 
    ip ospf network point-to-point 
interface 1/1/4 
    no shutdown 
    mtu 9198 
    ip mtu 9198 
    ip address 192.168.2.13/31 
    ip ospf 1 area 0.0.0.0 
    ip ospf network point-to-point 

And modify IPs assigned to each switch. 

As the leaf switches are not configured or connected, you will not be able to validate OSPF neighbor adjacency. 

 

 

3) LEAF CONFIGURATION AND VERIFICATION 

Configurations for 1 leaf switch are shown in this section, replicate for other leafs as required. 

 

Start by adding VSX KeepAlive (KA)  

interface 1/1/47 
    no shutdown 
    description VSX KA 
    ip address 10.1.2.0/31 
 
Modify IPs assigned to each switch, IPs are on the same subnet between a VSX pair. 
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Add VSX ISL 

interface lag 1 
    no shutdown 
    description VSX ISL LAG 
    no routing 
    vlan trunk native 1 tag 
    vlan trunk allowed all 
    lacp mode active 
interface 1/1/48 
    no shutdown 
    mtu 9198 
    description VSX ISL 
    lag 1 

 

 

Add VSX to 1 pair of leaf switches, sample configs are shown for both Leaf1(primary)/Leaf2(secondary) switches 

vsx 
    system-mac 02:00:00:00:01:00 
    inter-switch-link lag 1 
    role primary 
    keepalive peer 10.1.2.1 source 10.1.2.0 
 
 
vsx 
    system-mac 02:00:00:00:01:00 
    inter-switch-link lag 1 
    role secondary 
    keepalive peer 10.1.2.0 source 10.1.2.1 
 
 

 

Repeat and configure VSX for other leaf pairs, sample configs are shown for both Leaf3(primary)/Leaf4(secondary) switches  

vsx 
    system-mac 02:00:00:00:02:00 
    inter-switch-link lag 1 
    role primary 
    keepalive peer 10.1.2.3 source 10.1.2.2 
 
vsx 
    system-mac 02:00:00:00:02:00 
    inter-switch-link lag 1 
    role secondary 
    keepalive peer 10.1.2.2 source 10.1.2.3 
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Add OSPF and loopbacks 

router ospf 1 
    router-id 192.168.1.11 
    area 0.0.0.0 
interface loopback 0 
    ip address 192.168.1.11/32 
    ip ospf 1 area 0.0.0.0 

And modify loopbacks and router-ids assigned to each switch 

 

 

Border “Leaf3/Leaf4” should be configured to advertise a default route into the POD/Zone. 

router ospf 1 
    default-information originate always 
 
 
 

Configure uplinks towards spine switches  

interface 1/1/49 
    no shutdown 
    mtu 9198 
    ip mtu 9198 
    ip address 192.168.2.0/31 
    ip ospf 1 area 0.0.0.0 
    ip ospf network point-to-point 
interface 1/1/50 
    no shutdown 
    mtu 9198 
    ip mtu 9198 
    ip address 192.168.2.2/31 
    ip ospf 1 area 0.0.0.0 
    ip ospf network point-to-point 

And modify IPs assigned to each switch 

 

Add VLANs and configure transit VLAN between “Leaf1/Leaf2” switches 

vlan 11-12,4000 
! 
interface vlan4000 
    description Transit VLAN 
    ip mtu 9198 
    ip address 192.168.3.0/31 
    ip ospf 1 area 0.0.0.0 
    ip ospf network point-to-point 

And modify IPs assigned to each switch 

 



 
 

 QUICK START GUIDE 
DATA CENTER - LEAF AND SPINE FABRIC 

 

Add VLANs and configure transit VLAN between “Leaf3/Leaf4” switches 

vlan 13-14,4000 
! 
interface vlan4000 
    description Transit VLAN 
    ip mtu 9198 
    ip address 192.168.3.2/31 
    ip ospf 1 area 0.0.0.0 
    ip ospf network point-to-point 

And modify IPs assigned to each switch 

 

 

Configure ports and IP addresses on “Leaf3/Leaf4” towards DC Core 

interface 1/1/53 
    no shutdown 
    description L3 Core 
    ip address 10.1.1.0/31 

And modify IPs assigned to each switch 

 
 

On border “Leaf3/Leaf4”, configure EBGP towards “DC-Core” switches and IBGP between them, advertise the server 
subnets for connectivity out of the POD/Zone. Utilize route summarization if possible to minimize the subnets advertised 
out by each POD/Zone. 

router bgp 65001 
    bgp router-id 192.168.1.13 
    bgp fast-external-fallover 
    neighbor 10.1.1.1 remote-as 65100 
    neighbor 192.168.1.14 remote-as 65001 
    neighbor 192.168.1.14 update-source loopback 0 
    address-family ipv4 unicast 
        neighbor 10.1.1.1 activate 
        neighbor 192.168.1.14 activate 
        neighbor 192.168.1.14 next-hop-self 
        network 11.1.1.0/24 
        network 12.1.1.0/24 
        network 13.1.1.0/24 
        network 14.1.1.0/24 
And modify IPs assigned to each switch. 
 
 

Configure links and VSX LAGs towards servers, here is the sample config for Leaf1/Leaf2  

interface lag 10 multi-chassis 
    no shutdown 
    description Server 
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    no routing 
    vlan trunk native 1 
    vlan trunk allowed 11-12 
    lacp mode active 
! 
interface 1/1/51 
    no shutdown 
    mtu 9198 
    description Server 
    lag 10 
 
 
 

 

Configure links and VSX LAGs towards servers, here is the sample config for Leaf3/Leaf4  

interface lag 10 multi-chassis 
    no shutdown 
    description Server 
    no routing 
    vlan trunk native 1 
    vlan trunk allowed 13-14 
    lacp mode active 
! 
interface 1/1/51 
    no shutdown 
    mtu 9198 
    description Server 
    lag 10 

 

 

Add Switched Virtual Interfaces (SVIs) and Active Gateway IPs for the server subnets, here is the sample config for 
Leaf1/Leaf2 

interface vlan11 
    ip mtu 9198 
    ip address 11.1.1.2/24 
    active-gateway ip 11.1.1.1 mac 12:00:00:00:01:00 
    ip ospf 1 area 0.0.0.0 
    ip ospf passive 
interface vlan12 
    ip mtu 9198 
    ip address 12.1.1.2/24 
    active-gateway ip 12.1.1.1 mac 12:00:00:00:01:00 
    ip ospf 1 area 0.0.0.0 
    ip ospf passive 

And modify unique IPs assigned to each SVI, the active gateway IP and MAC should be the same. 
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Add Switched Virtual Interfaces (SVIs) and Active Gateway IPs for the server subnets, here is the sample config for 
Leaf3/Leaf4 

interface vlan13 
    ip mtu 9198 
    ip address 13.1.1.2/24 
    active-gateway ip 13.1.1.1 mac 12:00:00:00:01:00 
    ip ospf 1 area 0.0.0.0 
    ip ospf passive 
interface vlan14 
    ip mtu 9198 
    ip address 14.1.1.2/24 
    active-gateway ip 14.1.1.1 mac 12:00:00:00:01:00 
    ip ospf 1 area 0.0.0.0 
    ip ospf passive 

And modify unique IPs assigned to each SVI, the active gateway IP and MAC should be the same. 

 

 

Verify VSX works as expected. 

Zone1-Leaf1# sh vsx status 
VSX Operational State 
--------------------- 
  ISL channel             : In-Sync 
  ISL mgmt channel        : operational 
  Config Sync Status      : in-sync 
  NAE                     : peer_reachable 
  HTTPS Server            : peer_reachable 
 
Attribute           Local               Peer 
------------        --------            -------- 
ISL link            lag1                lag1 
ISL version         2                   2 
System MAC          02:00:00:00:01:00   02:00:00:00:01:00 
Platform            8325                8325 
Software Version    GL.10.03.0040       GL.10.03.0040 
Device Role         primary             secondary 

 

 

Verify OSPF adjacency works as expected 

Zone1-Leaf1# sh ip os nei 
OSPF Process ID 1 VRF default 
============================== 
 
Total Number of Neighbors: 3 
 
Neighbor ID      Priority  State             Nbr Address       Interface 
------------------------------------------------------------------------- 



 
 

 QUICK START GUIDE 
DATA CENTER - LEAF AND SPINE FABRIC 

 

192.168.1.1      n/a       FULL              192.168.2.1        1/1/49 
 
192.168.1.2      n/a       FULL              192.168.2.3        1/1/50 
 
192.168.1.12     n/a       FULL              192.168.3.1        vlan4000 

 

 

Verify BGP peers are up as expected on border Leaf3/Leaf4 

Zone1-Leaf4# sh bgp ipv4 un sum 
VRF : default 
BGP Summary 
----------- 
 Local AS               : 65001        BGP Router Identifier  : 192.168.1.14 
 Peers                  : 2            Log Neighbor Changes   : No 
 Cfg. Hold Time         : 180          Cfg. Keep Alive        : 60 
 
 Neighbor        Remote-AS MsgRcvd MsgSent   Up/Down Time State        AdminStatus 
 10.1.1.3        65100       200     201     00h:45m:43s  Established   Up 
 192.168.1.13    65001       62      61      00h:44m:14s  Established   Up 

 

 

Verify routing works as expected, the default route from “DC-Core” switches should be seen on border Leaf3/Leaf4 

Zone1-Leaf4# sh ip ro 
 
Displaying ipv4 routes selected for forwarding 
 
'[x/y]' denotes [distance/metric] 
 
0.0.0.0/0, vrf default 
        via  10.1.1.3,  [20/0],  bgp 
10.1.1.2/31, vrf default 
        via  1/1/53,  [0/0],  connected 
10.1.1.2/32, vrf default 
        via  1/1/53,  [0/0],  local 
10.1.2.2/31, vrf default 
        via  1/1/47,  [0/0],  connected 
10.1.2.3/32, vrf default 
        via  1/1/47,  [0/0],  local 
11.1.1.0/24, vrf default 
        via  192.168.2.15,  [110/102],  ospf 
        via  192.168.2.13,  [110/102],  ospf 
12.1.1.0/24, vrf default 
        via  192.168.2.15,  [110/102],  ospf 
        via  192.168.2.13,  [110/102],  ospf 
13.1.1.0/24, vrf default 
        via  vlan13,  [0/0],  connected 
13.1.1.3/32, vrf default 
        via  vlan13,  [0/0],  local 
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14.1.1.0/24, vrf default 
        via  vlan14,  [0/0],  connected 
14.1.1.3/32, vrf default 
        via  vlan14,  [0/0],  local 
192.168.1.14/32, vrf default 
        via  loopback0,  [0/0],  local 
192.168.1.2/32, vrf default 
        via  192.168.2.15,  [110/1],  ospf 
192.168.1.12/32, vrf default 
        via  192.168.2.15,  [110/2],  ospf 
        via  192.168.2.13,  [110/2],  ospf 
192.168.1.11/32, vrf default 
        via  192.168.2.15,  [110/2],  ospf 
        via  192.168.2.13,  [110/2],  ospf 
192.168.1.13/32, vrf default 
        via  192.168.2.15,  [110/2],  ospf 
        via  192.168.2.13,  [110/2],  ospf 
192.168.1.1/32, vrf default 
        via  192.168.2.13,  [110/1],  ospf 
 
 

Verify LLDP neighbors are seen 

Zone1-Leaf4# sh lldp nei 
 
LLDP Neighbor Information 
========================= 
 
Total Neighbor Entries          : 6 
Total Neighbor Entries Deleted  : 1 
Total Neighbor Entries Dropped  : 0 
Total Neighbor Entries Aged-Out : 1 
 
LOCAL-PORT  CHASSIS-ID         PORT-ID       PORT-DESC     TTL      SYS-NAME 
-------------------------------------------------------------------------------- 
1/1/47      54:80:28:fd:e7:00  1/1/47        1/1/47        120      Zone1-Leaf3 
1/1/48      54:80:28:fd:e7:00  1/1/48        1/1/48        120      Zone1-Leaf3 
1/1/49      54:80:28:fe:29:00  1/1/4         1/1/4         120      Zone1-Spine1 
1/1/50      54:80:28:fe:f9:00  1/1/4         1/1/4         120      Zone1-Spine2 
1/1/51      d0:67:26:e2:b6:d2  1/1/52        1/1/52        120      Server2 
1/1/53      54:80:28:fd:19:00  1/1/52        1/1/52        120      DC-Core1 
 
 

Verify VSX LAGs are up as expected  

Zone1-Leaf4# sh lacp int 
 
State abbreviations : 
A - Active        P - Passive      F - Aggregable I - Individual 
S - Short-timeout L - Long-timeout N - InSync     O - OutofSync 
C - Collecting    D - Distributing 
X - State m/c expired              E - Default neighbor state 
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Actor details of all interfaces: 
------------------------------------------------------------------------------ 
Intf    Aggr       Port  Port  State   System-ID         System Aggr Forwarding 
        Name       Id    Pri                             Pri    Key  State 
------------------------------------------------------------------------------ 
1/1/48  lag1       49    1     ALFNCD  54:80:28:fd:f4:00 65534  1    up 
1/1/51  lag10(mc)  1051  1     ALFNCD  00:00:00:00:02:34 65534  10   up 
 
 
Partner details of all interfaces: 
------------------------------------------------------------------------------ 
Intf    Aggr       Port  Port  State   System-ID         System Aggr 
        Name       Id    Pri                             Pri    Key 
------------------------------------------------------------------------------ 
1/1/48  lag1       49    1     ALFNCD  54:80:28:fd:e7:00 65534  1 
1/1/51  lag10(mc)  53    1     ALFNCD  d0:67:26:e2:b6:d2 65534  10 
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4) DC-CORE CONFIGURATION AND VERIFICATION 

For the sake of completeness, configs for the L3 DC-Core1 are also included to show the routes learnt from the 2 Tier DC 
POD/Zone. 

DC-Core1# sh run 
Current configuration: 
! 
hostname DC-Core1 
user admin group administrators password ciphertext AQBap!snip 
! 
ssh server vrf mgmt 
ip prefix-list default seq 10 permit 0.0.0.0/0 
! 
! 
! 
ip aspath-list 65001 seq 10 permit _65001$ 
! 
route-map AllowIN permit seq 10 
     match aspath-list 65001 
route-map AllowOUT permit seq 10 
     match ip address prefix-list default 
! 
vlan 1 
spanning-tree config-name d0:67:26:e2:b6:d2 
interface mgmt 
    no shutdown 
    ip static 10.10.10.153/24 
    default-gateway 10.10.10.254 
! interface group 1 contains ports 1/1/1-1/1/12 
system interface-group 1 speed 10g 
! interface group 4 contains ports 1/1/37-1/1/48 
system interface-group 4 speed 10g 
! 
interface 1/1/51 
    no shutdown 
    description Zone1-Leaf3 
    ip address 10.1.1.1/31 
interface 1/1/52 
    no shutdown 
    description Zone1-Leaf4 
    ip address 10.1.1.3/31 
! 
interface loopback 200 
    ip address 200.200.200.1/32 
router bgp 65100 
    neighbor 10.1.1.0 remote-as 65001 
    neighbor 10.1.1.2 remote-as 65001 
    address-family ipv4 unicast 
        neighbor 10.1.1.0 activate 
        neighbor 10.1.1.0 route-map AllowIN in 
        neighbor 10.1.1.0 route-map AllowOUT out 
        neighbor 10.1.1.0 default-originate 
        neighbor 10.1.1.2 activate 
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        neighbor 10.1.1.2 route-map AllowIN in 
        neighbor 10.1.1.2 route-map AllowOUT out 
        neighbor 10.1.1.2 default-originate 
    exit-address-family 
! 
https-server rest access-mode read-write 
https-server vrf mgmt 
 
 
 
DC-Core1# sh bgp ipv4 un sum 
VRF : default 
BGP Summary 
----------- 
 Local AS               : 65100        BGP Router Identifier  : 200.200.200.1 
 Peers                  : 2            Log Neighbor Changes   : No 
 Cfg. Hold Time         : 180          Cfg. Keep Alive        : 60 
 
 Neighbor        Remote-AS MsgRcvd MsgSent   Up/Down Time State        AdminStatus 
 10.1.1.0        65001       4458    4329    00h:14m:49s  Established   Up 
 10.1.1.2        65001       4464    4380    00h:48m:33s  Established   Up 
 
 
 
DC-Core1# sh bgp ipv4 un 
Status codes: s suppressed, d damped, h history, * valid, > best, = multipath, 
              i internal, e external S Stale, R Removed 
Origin codes: i - IGP, e - EGP, ? - incomplete 
 
VRF : default 
Local Router-ID 200.200.200.1 
 
    Network            Nexthop         Metric     LocPrf     Weight Path 
*=e 11.1.1.0/24        10.1.1.0        0          100        0       65001 i 
*>e 11.1.1.0/24        10.1.1.2        0          100        0       65001 i 
*=e 12.1.1.0/24        10.1.1.0        0          100        0       65001 i 
*>e 12.1.1.0/24        10.1.1.2        0          100        0       65001 i 
*=e 13.1.1.0/24        10.1.1.0        0          100        0       65001 i 
*>e 13.1.1.0/24        10.1.1.2        0          100        0       65001 i 
*=e 14.1.1.0/24        10.1.1.0        0          100        0       65001 i 
*>e 14.1.1.0/24        10.1.1.2        0          100        0       65001 i 
Total number of entries 8 
 
 
 
 
DC-Core1# sh ip ro 
 
Displaying ipv4 routes selected for forwarding 
 
'[x/y]' denotes [distance/metric] 
 
10.1.1.0/31, vrf default 
        via  1/1/51,  [0/0],  connected 
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10.1.1.2/31, vrf default 
        via  1/1/52,  [0/0],  connected 
10.1.1.1/32, vrf default 
        via  1/1/51,  [0/0],  local 
10.1.1.3/32, vrf default 
        via  1/1/52,  [0/0],  local 
11.1.1.0/24, vrf default 
        via  10.1.1.0,  [20/0],  bgp 
        via  10.1.1.2,  [20/0],  bgp 
12.1.1.0/24, vrf default 
        via  10.1.1.0,  [20/0],  bgp 
        via  10.1.1.2,  [20/0],  bgp 
13.1.1.0/24, vrf default 
        via  10.1.1.0,  [20/0],  bgp 
        via  10.1.1.2,  [20/0],  bgp 
14.1.1.0/24, vrf default 
        via  10.1.1.0,  [20/0],  bgp 
        via  10.1.1.2,  [20/0],  bgp 
200.200.200.1/32, vrf default 
        via  loopback200,  [0/0],  local 

 

 

RELATED GUIDES 

After gaining experience with AOS-CX, please refer to the followings guides to utilize NetEdit to configure your 
AOS-CX switches, add VXLAN/EVPN over the L3 Leaf and Spine Fabric, learn more about VSX or download 
software, release notes and config guides. 
 

• Deploying a DC Collapsed Core with NetEdit  
• Deploying a 2 Tier DC Network with NetEdit  
• Deploying a L3 Spine and Leaf DC Fabric with NetEdit  
• Deploying a Spine/Leaf VXLAN/EVPN Fabric with NetEdit 
• Deploying IBGP EVPN VXLAN VSX Centralized L3 Gateway with NetEdit 
• Deploying EBGP EVPN (multi-AS) VXLAN with VSX Centralized L3 Gateway with NetEdit 
• Deploying EBGP EVPN (dual-AS) VXLAN with VSX Centralized L3 Gateway with NetEdit 
• VSX Configuration Best Practices for Aruba CX 6400, 8320, 8325, 8400 
• Software and Documentation on Aruba Support Portal 
• NetEdit software download and installation guide 
 

  

https://community.arubanetworks.com/t5/Validated-Reference-Design/Deploying-a-DC-Collapsed-Core-with-NetEdit/ta-p/555487
https://community.arubanetworks.com/t5/Validated-Reference-Design/Deploying-a-2-Tier-DC-Network-with-NetEdit/ta-p/556403
https://community.arubanetworks.com/t5/Validated-Reference-Design/Deploying-a-L3-Spine-and-Leaf-DC-Fabric-with-NetEdit/ta-p/556983
https://community.arubanetworks.com/t5/Validated-Reference-Design/Deploying-a-Spine-Leaf-VXLAN-EVPN-Fabric-with-NetEdit/ta-p/549829
https://community.arubanetworks.com/t5/Validated-Reference-Design/Deploying-IBGP-EVPN-VXLAN-VSX-Centralized-L3-Gateway-with/ta-p/626010
https://community.arubanetworks.com/t5/Validated-Reference-Design/Deploying-EBGP-EVPN-multi-AS-VXLAN-with-VSX-Centralized-L3/ta-p/627317
https://community.arubanetworks.com/t5/Validated-Reference-Design/Deploying-EBGP-EVPN-dual-AS-VXLAN-with-VSX-Centralized-L3/ta-p/627991
https://support.hpe.com/hpesc/public/docDisplay?docId=a00094242en_us
https://asp.arubanetworks.com/downloads
https://asp.arubanetworks.com/downloads;search=netedit;products=Aruba%20Switches
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APPENDIX  

Sample Spine Configuration  

Zone1-Spine1# sh run 
Current configuration: 
! 
hostname Zone1-Spine1 
user admin group administrators password ciphertext AQBape!snip 
clock timezone us/pacific 
ntp authentication 
ntp authentication-key 1 md5 myPassword 
ntp server 10.100.1.254 prefer 
ntp vrf mgmt 
ntp enable 
! 
! 
! 
logging 10.100.1.250 vrf mgmt severity warning 
snmp-server vrf mgmt 
snmp-server system-contact RogerM 
snmp-server system-location Building2 
snmp-server system-description LabSwitch 
snmp-server community Lab8899X 
snmpv3 user myUser auth sha auth-pass plaintext myAuthPswrd priv des priv-pass 
plaintext myPrivPswrd 
ssh server vrf mgmt 
! 
! 
! 
! 
! 
router ospf 1 
    router-id 192.168.1.1 
    area 0.0.0.0 
vlan 1 
interface mgmt 
    no shutdown 
    ip static 10.10.10.41/24 
    default-gateway 10.10.10.254 
interface 1/1/1 
    no shutdown 
    mtu 9198 
    ip mtu 9198 
    ip address 192.168.2.1/31 
    ip ospf 1 area 0.0.0.0 
    ip ospf network point-to-point 
interface 1/1/2 
    no shutdown 
    mtu 9198 
    ip mtu 9198 
    ip address 192.168.2.5/31 
    ip ospf 1 area 0.0.0.0 
    ip ospf network point-to-point 
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interface 1/1/3 
    no shutdown 
    mtu 9198 
    ip mtu 9198 
    ip address 192.168.2.9/31 
    ip ospf 1 area 0.0.0.0 
    ip ospf network point-to-point 
interface 1/1/4 
    no shutdown 
    mtu 9198 
    ip mtu 9198 
    ip address 192.168.2.13/31 
    ip ospf 1 area 0.0.0.0 
    ip ospf network point-to-point 
interface loopback 0 
    ip address 192.168.1.1/32 
    ip ospf 1 area 0.0.0.0 
https-server rest access-mode read-write 
https-server vrf mgmt 

 

 

Sample Leaf Configuration  

Zone1-Leaf3# sh run 
Current configuration: 
! 
hostname Zone1-Leaf3 
user admin group administrators password ciphertext AQBap!snip  
clock timezone us/pacific 
ntp authentication 
ntp authentication-key 1 md5 myPassword 
ntp server 10.100.1.254 prefer 
ntp vrf mgmt 
ntp enable 
! 
! 
! 
logging 10.100.1.250 vrf mgmt severity warning 
snmp-server vrf mgmt 
snmp-server system-contact RogerM 
snmp-server system-location Building2 
snmp-server system-description LabSwitch 
snmp-server community Lab8899X 
snmpv3 user myUser auth sha auth-pass plaintext myAuthPswrd priv des priv-pass 
plaintext myPrivPswrd 
ssh server vrf mgmt 
! 
! 
! 
! 
! 
router ospf 1 
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    router-id 192.168.1.13 
    default-information originate always 
    area 0.0.0.0 
vlan 1,13-14,4000 
interface mgmt 
    no shutdown 
    ip static 10.10.10.75/24 
    default-gateway 10.10.10.254 
! interface group 1 contains ports 1/1/1-1/1/12 
system interface-group 1 speed 10g 
! interface group 4 contains ports 1/1/37-1/1/48 
system interface-group 4 speed 10g 
interface lag 1 
    no shutdown 
    description VSX ISL LAG 
    no routing 
    vlan trunk native 1 tag 
    vlan trunk allowed all 
    lacp mode active 
interface lag 10 multi-chassis 
    no shutdown 
    description Server 
    no routing 
    vlan trunk native 1 
    vlan trunk allowed 13-14 
    lacp mode active 
    lacp fallback 
interface 1/1/47 
    no shutdown 
    description VSX KA 
    ip address 10.1.2.2/31 
interface 1/1/48 
    no shutdown 
    mtu 9198 
    description VSX ISL 
    lag 1 
interface 1/1/49 
    no shutdown 
    mtu 9198 
    ip mtu 9198 
    ip address 192.168.2.8/31 
    ip ospf 1 area 0.0.0.0 
    ip ospf network point-to-point 
interface 1/1/50 
    no shutdown 
    mtu 9198 
    ip mtu 9198 
    ip address 192.168.2.10/31 
    ip ospf 1 area 0.0.0.0 
    ip ospf network point-to-point 
interface 1/1/51 
    no shutdown 
    mtu 9198 
    description Server 
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    lag 10 
interface 1/1/52 
    no shutdown 
interface 1/1/53 
    no shutdown 
    description L3 Core 
    ip address 10.1.1.0/31 
interface loopback 0 
    ip address 192.168.1.13/32 
    ip ospf 1 area 0.0.0.0 
interface vlan13 
    ip mtu 9198 
    ip address 13.1.1.2/24 
    active-gateway ip 13.1.1.1 mac 12:00:00:00:01:00 
    ip ospf 1 area 0.0.0.0 
    ip ospf passive 
interface vlan14 
    ip mtu 9198 
    ip address 14.1.1.2/24 
    active-gateway ip 14.1.1.1 mac 12:00:00:00:01:00 
    ip ospf 1 area 0.0.0.0 
    ip ospf passive 
interface vlan4000 
    description Transit VLAN 
    ip mtu 9198 
    ip address 192.168.3.2/31 
    ip ospf 1 area 0.0.0.0 
    ip ospf network point-to-point 
vsx 
    system-mac 02:00:00:00:02:00 
    inter-switch-link lag 1 
    role primary 
    keepalive peer 10.1.2.3 source 10.1.2.2 
router bgp 65001 
    bgp router-id 192.168.1.13 
    bgp fast-external-fallover 
    neighbor 10.1.1.1 remote-as 65100 
    neighbor 192.168.1.14 remote-as 65001 
    neighbor 192.168.1.14 update-source loopback 0 
    address-family ipv4 unicast 
        neighbor 10.1.1.1 activate 
        neighbor 192.168.1.14 activate 
        neighbor 192.168.1.14 next-hop-self 
        network 11.1.1.0/24 
        network 12.1.1.0/24 
        network 13.1.1.0/24 
        network 14.1.1.0/24 
    exit-address-family 
! 
https-server rest access-mode read-write 
https-server vrf mgmt 
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Upgrading AOS-CX software  

To upgrade software on the switch, you first need to copy the .swi file into your TFTP or SFTP server. 

Then run the following commands in the switch CLI (modify as required, with your own SFTP/TFTP IP, desired .swi) 

copy tftp://15.234.147.8/ArubaOS-CX_8320_10_03_0020.swi primary vrf mgmt 
copy run start 
boot system primary 

The above commands will instruct the switch to copy the .swi image from TFTP server at 15.234.147.8 via the mgmt 
interface/VRF into the switch as the primary image, save the running config and reboot the switch into the primary image. 

Another option would to utilize NetEdit to upgrade software on the switches.    
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